NudopmannoHHas NaMATKA 1JI5 00y4AIOIIMXCS IJIA pa3MelleHus Ha
opunnanbubix UHTEpHET-pEcypcax

C KaXIbIM TOJOM MOJIOIC)KW B MHTEPHETE CTAHOBUTHCA OOJbIlE, a MIKOJIbHUKU
OJIHM U3 CaMbIX aKTHUBHBIX Iojb3oBarened PyHera. Mexay TeM, HOMHMO OrpOMHOIO
KOJINYECTBA BO3MOXKHOCTEH, MHTEPHET HECET U MPOo0JIeMbl. DTa MaMsTKa J10JKHA IOMOYb
Tebe 0e3011acCHO HaXOJAUTHCS B CETH.

KomnbroTepHbie BUPYCHI

KomnbroTepHblii BUpPYC - 3TO pPa3sHOBUJIHOCTh KOMIBIOTEPHBIX MPOTPaMM,
OTJIMYUTEIILHON OCOOEHHOCTBIO KOTOPOM SIBJIAETCA CIIOCOOHOCTh K Pa3MHOKEHHIO. B
JIOTIOJTHEHWE K 3TOMY, BUPYChl MOTYT MOBPEIUTh WJIM TOJHOCTHIO YHUYTOXHTH BCE
(ailsibl ¥ JaHHBIE, TOJKOHTPOJIbHBIE NT0JIB30BATENI0, OT UMEHU KOTOPOIo ObLIa 3aIlyllieHa
3apak€HHas Iporpamma, a TaKKe MOBPEIUTh WIM JaXe YHUUYTOXKHUTH OINEPALUOHHYIO
cucTeMy co BceMH (ailllaMu B 1eloM. B OOJBIIMHCTBE clydyaeB pacHpOCTPaHSIOTCS
BUPYCHI Yepe3 UHTEPHET.

MeTozbl 32Tl OT BPEJOHOCHBIX IPOrpaMM:

1. Hcnone3yli COBpEMEHHBIE ONEPALMOHHBIE CHCTEMBI, HMMEIOIIHAE CEPbE3HBIN
YPOBEHB 3aIUTHI OT BPEIOHOCHBIX ITPOrpaMM;
2. [TocrostHHO ycTaHaBnuBai naytu (LMQPOBBIE 3aIIATKH, KOTOPhIE aBTOMATHUECKU

YCTaHABIMUBAIOTCS C II€JIbI0 JOpaOTKH MpOrpamMMbl) W JApyrue OOHOBIEHHUS CBOEH
omnepaloHHoN cuctembl. CkaunMBail UX TOJBKO ¢ O(UIMAIBHOTO caiiTa pazpaboTunka
OC. Ecnu cymecTByeT peskuM aBTOMaTHYECKOTO OOHOBIICHUS, BKIIIOUH €T0;

3. PaGoraii Ha cBoeM KOMIIbIOTEpE IO TIpaBaMH IOJIb30BaTeNsd, a He
aIMUHUCTpATOpa. ITO HE TMO3BOJMUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrpPaMm
WHCTaJUTUPOBATHCS HA TBOEM NIEPCOHAITBHOM KOMIBIOTEPE;

4. Hcnonw3yii AHTHBHUPYCHBIC IpOrpaMMHbIE MPOAYKTHI U3BECTHBIX
NIPOM3BOJIUTEINICH, C aBTOMATHYECKUM OOHOBJICHHEM 0a3;

5. Orpanndb GU3NYECKUAN JOCTY K KOMIBIOTEPY IS TOCTOPOHHUX JIHI;

6. Hcnonb3yii BHENIHME HOCUTENN WH(OPMAIINH, TaKhe KakK (uIienika, JUCK Wi daii
U3 UHTEPHETA, TOJILKO U3 MPOQPEPEHHBIX HCTOYHUKOB;

7. He oTkpbiBait KoMIIbIOTEpHBIC (aiiyibl, TOJYUYCHHBIC U3 HCHAIEKHBIX HCTOYHUKOB.

Jlaxxe Te (Qailnbl, KOTOpbIE MpUCHal TBOM 3HAKOMBIN. Jlydllle yTOUHU y HEro, OTIpPaBIISLII
71 OH Tebe ux.

Cetru WI-FI

Wi-Fi - 370 He BUJ mepeauu JaHHBIX, HE TEXHOJOTHS, a BCEr0 JIMIIL OPeH I, MapKa.
Eme B 1991 roay nuaepnanackas xommanus 3apeructpuponana openny « WECAy, gato
ob6o3Hauano cnoBocouetanue «Wireless Fidelity», xortopelii mnepeBoauTCs Kak
«OecTpoBOIHASI TOUHOCTDY.

Jlo Haiero BpeMEHH Jolilia Japyras adOpeBuaTypa, KOTOpas SBIISIETCS TaKOW Ke
TexHoyiorueii. Ito adbopeBuarypa «Wi-Fi». Takoe Ha3BaHMe ObLIO JaHO C HAMEKOM Ha
CTaHIApT BBICIIUI 3ByKOBOW TexHuku Hi-Fi, 4ro B mepeBoje O3HAYaeT «BBICOKAs
TOYHOCTB.

Jla, OecriaTHBI HMHTEPHET-JAOCTYN B Kade, OTeNIX M a’dponopTax SBISIeTCS
OTJIMYHOM BO3MOYKHOCTBIO BBIXOJIa B MHTepHET. HO MHOTHE SKCHEPThI CYHMTAIOT, YTO
obmemoctymnubie Wi- Fi ceTn He ABISIOTCS 0€30MaCHBIMHU.

CoBeTbl 10 0e30macHOCTH paboTe B 00meaocTynHbIx cetsax Wi-fi:

1. He nepenasaii cBoto nuunyro mHpopMmanmio yepe3 odmenocrynasie Wi-Fi cern.
PaGoTas B HUX, JKeJIaTEILHO HE BBOAMUTD MAPOJIH JOCTYIIA, IOTUHBI U KaKUe-TO HOMEpa,



2. Hcnons3yit 1 0OOHOBISIIT aHTUBUPYCHBIE MPOTpPaMMBI B Opanamayep. Tem cambiM
ThI 00€30MacHIlIb Ce0s OT 3aKa4YKH BUPYCa Ha TBOE YCTPOMCTBO;
3. [Mpu ucnone3oBannu Wi-Fi otkiroun ¢yaknmioo «OOmmid noctyn K QaiiiaM u
npunTepam». JlanHas (QyHKOUS 3aKppiTa 1O YMOJNYAaHUIO, OJHAKO HEKOTOPHIE
MOJIb30BATENU aKTUBUPYIOT €€ JIJIsl y100CTBA UCIIOJIb30BaHUS B paboTe Uiu yueoe;
4, He ucnonp3yit myommansiii WI-F| 11 mepegaun TUYHBIX TaHHBIX, HAPUMEDP IS
BBIX0/1a B COITMANIBHBIE CETH MIIU B 3JICKTPOHHYIO MOUTY;
5. Nnonw3yit Tonpko 3amnuineHHoe coequnenue yepe3 HTTPS, a ue HTTP, T.e. npu
Habope BeO-aapeca BBOAU UMEHHO «https://»;
6. B wmoOunsHOM Tenedone orkimroun  pyskmuo «[loakmoyenne k- Wi-Fi
aBTOMaTHYeCKn». He momyckaii aBTOMAaTHYECKOTO TMOAKIIOUEHHS] YCTPOHCTBA K CETAM
Wi-Fi 6e3 TBoero corsacusi.

ConanbHble CETH

CoumanpHble CETH AaKTUBHO BXOJIT B HAINy >KU3Hb, MHOTHE JIIOOU pabOTarOT U
KHMBYT TaM IOCTOSIHHO, a B Facebook yxe 3aperucTpupoBaH MHJUIHAP]] YECIOBEK, UTO
SBIIICTCS OJTHOM CEIbMOM BCEX KUTeNeH TUIaHeThl. MHOTHE MOJIb30BaTEeNN HE IOHUMAIOT,
4TO WH(pOpPMAIUsS, pa3MeEIIeHHAs WMH B COIHAJIBHBIX CETAX, MOXKET OBITh HalIeHa U
UCTIOJIh30BaHa KEM yTOJIHO, B TOM YHCJIE HE 0053aTeIbHO C OTaruMi HAMEPEHUSIMU.

OCHOBHBIE COBETBI 110 OE€30MACHOCTH B COLUATBHBIX CETSIX:

1. OrpaHndp CIUCOK Apy3ei. Y TeOsS B JApy3bsAX HE JTOJDKHO OBITh CIIyJalHBIX U
HE3HAKOMBIX JIIOCH;
2. 3ammimnaii CBO YacTHYIO KHU3HB. He yka3biBaii maposm, TenedoHsbl, aapeca, 1aTy

TBOETO PpOXJACHUA U JPYIryl0 JHYHYIO HMHPOpMAIUIO. 3IO0YMBIITUIEHHUKH MOTYT
UCIIOJIb30BaTh Jake HMHQPOpMAIMI0O O TOM, KaK Thl W TBOW POJUTENU TUIAHUPYETE
MIPOBECTU KAHUKYIIBI;

3. 3amuiiail CBOIO peryTaluio - Iep>Ku €€ B UACTOTE U 3aJlaBaii cebe BOMpoC: XOTeNl
ObI ThI, 4TOOBI APyrUe MOJIH30BATENM BUACIH, YTO ThI 3arpyxaemib? [lomymaii, mpexmae
YeM YTO-TO OIMyOJIMKOBATh, HAMKMCATh U 3arPy3UTh;

4. Ecnu TbI TOBOPHILB € JTHOJbMHU, KOTOPBIX HE 3HAECIIb, HE UCIIOJIB3YH CBOE PEAIBHOE
UM 1 JPYTYIO JINYHYIO HH(POPMAIMH: UM, MECTO JKUTEJIbCTBA, MECTO Y4eObl U IpoUee;
5. N30erait pasmemienus ¢Qororpaduit B MHTepHere, rae Tbhl H300pa)keH Ha
MECTHOCTH, II0 KOTOPOH MOKHO OIIPEAEIIUTH TBOE MECTONOJI0KEHUE;

6. [Ipu peructpamuu B COLMAIBHONW CETH HEOOXOAMMO HCIIOJIb30BATH CIIOXKHBIC
napoJiv, COCTOALIME U3 OyKB U LU(P U C KOJIMIECTBOM 3HAKOB HE MeHee §;

7. JUis colManbHOM CeTH, MOYThl U JPYTrUX CaWTOB HEOOXOAMMO HCIOJIb30BATh

pasHble mapoiu. Torma ecnu TeOs B3JIOMAIOT, TO 3JOYMBIIUIEHHUKH IOJIyYaT JOCTYII
TOJILKO K OJJHOMY MECTY, a HE BO BCE Cpasy.

DJIEKTPOHHBIE JEHBIH

DJEeKTpPOHHbIE JEHBIM — O3TO OYEeHb YAOOHBIM CIOCOO IUIaTeked, OJIHAKO
CYLIECTBYIOT MOLICHHUKH, KOTOPBIE XOTST MOJYyUYUTh 3TU JCHBIH.

DNEeKTPOHHBIE JEHBIU TOSBUINCH COBCEM HEIAaBHO M HMMEHHO H3-3a 3TOTO BO
MHOTHX TOCYJapCTBax JI0 CUX MOp HE MPOIMUCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHM (YHKIMOHHPYIOT U O HHMX YyX€ MPOIMUCAHO B 3aKOHE, TJe HX
pa3AensAIOT Ha HECKOJBKO BUIOB - aHOHUMHBIC U HE aHOHUMHbIE. Pa3HuIia B TOM, 4TO
AHOHUMHBIE - JTO T€, B KOTOPHIX pa3pemaeTcs TMPOBOIUTH oOlepanuud 0e3
WICHTU(UKAIIMU TI0JTh30BATENs, 2 B HEAHOHUMHBIX HICHTH()HUKAIMHA IOJIb30BATEIIS
SIBIIICTCS 00SI3aTEIHHOM.



Takxe cinenyer  pas3inyaTh  JJIEKTPOHHbIE  (uaTHble  A€HBIU  (paBHBI
rOCYy/IapCTBEHHBIM BaJlOTaM) U DJIEKTPOHHBIE HepUaTHbIE [EHbI'M (HE paBHbI
rOCyapCTBEHHBIM BaJIOTaM).

OCHOBHBIE COBETHI 10 6€30MAaCHON pabOTe € INEKTPOHHBIMU JIEHbaMU:

1. [TpuBsiku K cyeTy MOOUITBHBIN TernedoH. DTO caMbIil yIOOHBIN M OBICTPBIN CIIOCOO
BOCCTAaHOBUTbH JIOCTYM K cueTy. [IpuBsizanHbIi TenedoH MOMOXKET, eclid 3a0yaelb CBOM
IJIATEKHBIN MapoJib WM 3ai/ICIIb HA CAUT C HE3HAKOMOI'O YCTPOWCTBA;

2. Hcnonp3yii onHOpas3oBsle napon. Ilocne nepexosa Ha yCHIEHHYIO aBTOPU3aLIUIO
Tebe yke He OyJeT yrpokaTh OACHOCTh KPaXKU WJIM MepexBaTa IIaTeKHOT0 MapoJs;
3. Boi6epu cnoxublil napons. [IpectynHukam Oyner He MPOCTO Yrajarh CIOMKHBIN

napoib. HajnexxHsle mapoiim — 3TO MapojH, KOTOPBIE COJASpKAT HE MEHEe 8 3HAKOB M
BKITIOYAIOT B CeOSl CTPOYHBIC W TMPOMHUCHBIC OYKBBI, TUPPHI U HECKOIHKO CHMBOJIOB,
TaKue KakK 3HaK JqoJurtapa, GyHTa, BOCKIUIATEIBHBIN 3HAK H T.II.

4. He BBOIM CBOM TMUHBIE JaHHBIEC HA CATaX, KOTOPHIM HE JTOBEPSCIIb.
DJIEeKTpOHHAs 1oYTa
OJIEKTpOHHAsE TOYTa — 3TO TEXHOJOTUS U MPEAOCTABISIEMBIE €10 YCIYTU IO

MEPEChUIKE M TOJYUYCHHIO JJICKTPOHHBIX COOOIICHUM, KOTOPBIE paCIpEeNesioTcs B
KOMITBIOTEPHON ceTH. OOBIUHO ANEKTPOHHBIM MOYTOBBIN SIIUK BBITISIUT CICAYIOIIUM
00pazoM: UMs_IOJIh30BaATEIA(@UMS_JoMeHa. Takke KpoMme Iepeaadyr MPOCTOro TEKCTa,
MMEeTCsI BO3MOXKHOCTH TIepeIaBaTh (Daiiibl.
OCHOBHBIE COBETHI IO 0€30IacCHOM paboTe C DICSKTPOHHOM ITOYTOM:

1. Hamo BeIOpaTh MpaBHIIBHBIM MMOYTOBBIM CepBUC. B HMHTEpHETE €CTh OrPOMHBIN
BBIOOp OECIIaTHBIX MOYTOBBIX CEPBHUCOB, OAHAKO JIyUIlle JOBEPITH TEM, KOTO 3HAEIIb U
KTO IIEPBBIN B PEUTUHTE;

2. He yxa3piBaii B nuyHOW mnoure JUM4HYyl0 HHPopmanuio. Hampumep, myurie
BBIOPATh «MY3BIKATBHBIN (paHaT@» i «pok2013» BMecTo «remal3»;

3. Hcnonp3yld OBYX3TalmHYK aBTOPU3ALMIO. DTO KOTJa MOMUMO MapoJisi HY>KHO
BBOJIUTH KOJI, TPUCKLIaeMblii 1o SMS;

4. Bribepu cnoxxHbIit napodib. st Ka)K0ro MOYTOBOTO SIITUKA JTOJKEH OBITH CBOM
HAJIC)KHBIM, YCTOWYHUBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecTh BO3MOXHOCTH HanucaTb CaMOMY CBOM JIMYHBIN BOMPOC, UCIIOIB3YH ATy
BO3MOYHOCTb;

6. Hcnonb3yli HECKOJIBKO IMOYTOBBIX SIIMKOB. lIepBbIN UIsI 4aCTHOW NEPENUCKHU C

azpecaTaMy, KOTOPBIM Thl IOBEpSEIIb. DTO AIEKTPOHHBIA agpec HE HAJ0 HUCIIOIb30BaTh
IpU perucTpanuu Ha popymax u cailtax;

7. He otkpsiBait daiinibl u Apyrue BIOXKEHUS B MUCbMAaX J1a)Ke €CIU OHU MPUIIUIA OT
TBOUX Jpy3eil. Jlyure yTouHu y HUX, OTIPABIISUIN JIH OHU TeOe AT (ailiibl;
8. [Tocne oxoH4aHusi pabOTHI Ha MOYTOBOM CEpPBHUCE MEPE]a 3aKPHITUEM BKIAJKU C

caiiToM He 3a0y/1b HaXxaTh Ha « BeIATHY.

KuGepOymmuHr uim BUPTYyaabHOE U3/I€BATENIbCTBO

KubepOymmuHr — mpecienoBaHue COOOIICHUSIMH, COJACPIKAIMUMH OCKOpPOJICHHS,
arpeccHro, 3alyTHBaHWE; XYJIMTAaHCTBO; COLMAIbHOE OOMKOTHPOBAHWE C TIOMOIIBIO
Pa3IUYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI O OOpHOE ¢ KNOEPOYIITUHTOM:
1. He Opocaticsa B 60ii. Jlyumuii coco0: MOCOBETOBAThCA KaK CeOs BECTH M, €CIIU
HEeT TOro, K KOMY MOHO OOpaTHTBCS, TO BHAYaje YCIOKOMTHCA. Ecnm Thl HayHENIh
OTBEYaTh OCKOPOJEHUSIMH Ha OCKOPOJEHHS, TO TOJNBKO eIe OOoNblIe pa3oKellb
KOH(JIUKT;



2. VYrpaBnsiii cBoeil kKubeppenyranuei;

3. AHOHUMHOCTh B ceTu MHHUMas. CylIecTBYIOT CHOCOOBI BBISICHUTh, KTO CTOMT 3a
AHOHUMHBIM aKKayHTOM;

4. He cTout Bectn Xynuranckuili o0pa3 BUpTyanbHOU ku3HU. IHTEpHET uKcupyeT
BCE TBOU JICUCTBUS U COXpAHSET UX. Y AaIUTh UX OyleT KpalHe 3aTpyAHUTEIbHO;

5. CoObmronaii cBOM BUPTYaIbHYIO YECTh CMOJIONY;

6. Urnopupyit enunuunblii HeraTuB. OJHOPA30BbIE OCKOPOUTENBbHBIE COOOIICHUS
Jydie urHopupoBaTh. OOBIYHO arpeccus MpeKpamiaeTcs Ha Ha4yaJlbHOM cTaauy;

7. ban arpeccopa. B mporpammax oOMEHa MIHOBEHHBIMH COOOIIECHUSIMH, B

COIIMATBHBIX CETAX €CTh BO3MOXXHOCTh OJOKHPOBKA OTHPABKU COOOIIEHUNA C
OIPENIEIICHHBIX aIPECOB;

8. Eciu Te1 cBuzmerens kubOepOyiiuHra. TBOM JE€HCTBUA: BBICTYNHTHh IPOTUB
[IpecienoBarelisd, I[OoKa3aTb €My, 4YTO €ro JACHCTBUA OLIEHUBAIOTCA HETraTUBHO,
MOJJIEPKATh KEPTBY, KOTOPOU HY)KHA MCUXOJIOTHYECKasi OMOIIb, COOOIIUTEH B3POCIBIM
0 (paxTe arpecCMBHOTO MOBE/ICHUS B CETH.

MoOunbHBIN TenepoH

CoBpeMeHHbIe cMapTPOHBI M TUIAHIIETHl COAEpPKAaT B cebe BIIOJHE B3POCIbII
GyHKIMOHAN, W TEIepbh OHM MOTYT KOHKYPHUPOBATh CO CTAIIMOHAPHBIMUA KOMITHIOTEPAMHU.
OnHako, CpeaCTB 3alIUTHI I OJOOHBIX YCTPOUCTB MOKa OYeHb Malo. TecTupoBaHue U
MOUCK YSI3BUMOCTEN B HUX IMPOUCXOJUT HE TaK MHTEHCUBHO, Kak i 11K, To xe camoe
KacaeTcsl 1 MOOMIIbHBIX MIPHUIIOKEHUH.

CoBpeMeHHBIE MOOWIIbHBIE Opay3epbl YXKe MPaKTUYeCKH IOTHAIH HAaCTOJIbHBIC
aHaJIOTH, OJHAKO paciiupeHue (QyHKIHOHAIA BJIEYeT 32 cO00i OOJNBIIYIO CIOXKHOCTh U
MEHBIIYIO 3alIUIIEHHOCTD.

Jlaneko He BCe MPOU3ZBOAMUTENM BBITYCKAIOT OOHOBJICHUS, 3aKPBIBAIOIINE
KPUTHUYECKHUE YSI3BUMOCTH JIJIsl CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI JUIst 0€30MaCHOCTH MOOMIILHOTO TesedoHa:

Huuero He siBisieTcs mo-HacTosIeMy OecIuiaTHbIM. Byab OCTOpOKEH, BeIb KOTa
Tebe mpeiaraloT OeCIUIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO IJIaTHBIC
YCIIYTH;

Hywmaii, npexae ueM ornpaButh SMS, ¢hoTo nnu Buzaeo. Thl TOUHO 3HaelIb, e OHU
OyAyT B KOHEYHOM UTOTE?

Heob6xonnmo 0OHOBIATE ONEPaIIMOHHYIO0 CUCTEMY TBOETo cMapTdoHa;

Hcnonb3yii aHTUBUPYCHBIE TIPOTPAMMBI JIJIs1 MOOMJIBHBIX Telle(DOHOB;

He 3arpyxaii npuiokeHus OT HEM3BECTHOIO UCTOYHHMKA, BEJIb OHU MOTYT COAEPKaTh
BPEIOHOCHOE IIPOTrpaMMHOE 00eCIeueHHE;

[Tocre Toro Kak ThI BBIMJEIIB C CaiiTa, IJIe€ BBOAWI JIMUHYIO WH(OpMaIHio, 3ali1u B
HaCTpoWkK Opay3epa u yaanu Cookies;

[lepuoanuecky NpoBepsid Kakue MIaTHBIE YCIYTU AaKTUBUPOBAHBI HA TBOEM HOMEPE;

JlaBaii cBOif HOMEp MOOHWIBLHOTO TenedoHa TOJIBKO JIFOJSIM, KOTOPHIX Thl 3HACIIb U
KOMY JIOBEpSIEUIb;

Bluetooth mosmken ObITH BBIKIIOYEH, KOTJIa Thl UM HE MoOJb3yelibcs. He 3aObiBaii
WHOT/JA IPOBEPATH ITO.

Online urpbr

CoBpeMEHHbIE OHJIAMH-UTPBI - 3TO KPACOUHbBIC, 3aXBAThIBAIOIIME pa3BICUCHUS,
00BEIMHSIONTNE COTHH THICSY YEJIOBEK MO BceMy MHUPY. ITpoku UCCIEayIOT TaHHBIA UM
MUp, OOIIAIOTCS APYr C JIPYrOM, BBIMIOJHSIOT 3aJaHUs, CPAKAIOTCS C MOHCTpaMU U




MOJIy4alOT OMbIT. 3a YJOBOJBCTBHE OHHU IUIATAT: MOKYMNAKT JUCK, OIUIAYUBAIOT
aOOHEMEHT WJIM MIPUOOPETAIOT KaKKUe-TO OMIUH.

Bce sty cpeactBa uayT Ha MOJJEpKaHUE M pPa3BUTHUE UTPHI, a TaKXKE Ha camy
0€30MacHOCTh: COBEPIICHCTBYIOTCSI CUCTEMBI aBTOPU3AIINH, BBIITYCKAIOTCS HOBBIC MATYU
(undpoBbIe 3aIUIaTKH 7151 IPOTPaMM), 3aKPHIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momoOHBIX Wrpax CTOWT OmacaThCsi HE CTOJBKO CBOUX COIMNEPHUKOB, CKOJIBKO
Kpa)Xyl TBOETO MapoJisi, HAa KOTOPOM OCHOBaHAa CHCTEMAa aBTOPU3AIMU OOJIBIIMHCTBA UTP.

OcHOBHBIE COBETHI 10 O€30MaCHOCTH TBOETO UTPOBOTO aKKAyHTA!

1. Ecnmu ppyroii urpok Bemer ceOs IUIOXO WIM co3/laeT Tebe HENpHUSITHOCTH,
3a0JI0KHPYH €ro B CIIMCKE UTPOKOB;
2. [Toxanylics agMUHUCTpATOpaM MIPHl Ha IUIOXO€ IOBEACHUE JSTOTO HIPOKA,

YKEJNaTeIbHO MPUIOKUTh KaKHe-TO TI0Ka3aTelIbCTBA B BUJIE CKPUHOB;

He yka3wiBaii muunyro uHdopmalmio B mpodaiine urpsi;

YBakail Ipyrux y4aCTHUKOB 110 UIPE;

He ycranaBnuBaii HeoumaibHble MATYH U MOJBL;

Hcnonb3yii CI0XKHBIE U pa3HbIe MapOII;

Jlaxxe BO BpeMsl UI'pbl HE CTOUT OTKIKOYaTh aHTUBUpPYC. [IoKa Tl urpaems, TBOU
KOMITHIOTEP MOTYT 3apa3uTh.

@OUIIMHT MY KpaXka JINYHBIX JTaHHBIX

OOBIYHOM Kpakell JeHEer U JIOKYMEHTOB CErOJHSl YK€ HUKOTO HE YJIUBHUIIb, HO C
Pa3BUTHEM HWHTEPHET-TEXHOJOTUM 3JIOYMBIILUICHHUKHA TEPEMECTUINCh, B HHTEPHET, U
MPOJIOIIKAIOT 3aHUMATHCS «TFOOUMBIMY» JIETIOM.

Tak mosiBUIach HOBasl yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (DUINUHT, TJIaBHAs
[[eJIb KOTOPOTO COCTOUT B MOJYYCHUH KOH(PUICHIMATBHBIX JaHHBIX MOJIb30BaTEIEH —
JIOTMHOB | maposieid. Ha anrmuiickom s3bike phishing uuraercs kak ¢ummar (ot fishing
— pBIOHAS JIOBIIS, PASSWOrd — mapods).

OcHOBHBIE COBETHI 110 60pHOE ¢ HUITHHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Thl mojo3peBaeliib, YTO TBOs aHKeTa Oblia
B3JIOMaHa, TO HEOOXOJIMMO 3a0JIOKMPOBATh €€ W COOOIIMTh aJMHHHCTpPATOpaM pecypca
00 3TOM KaK MO>KHO CKOpee;

No g~ w

2. Wcnonp3yii Oe3omnacHble BeO-CaiiThl, B TOM UHCJIE, WHTEPHET-MAra3uHOB U
MOMCKOBBIX CHCTEM;
3. Wcnonb3yii coXKHBIE U pa3Hble Tapoin. Takum o0pa3oM, eciu Te0si B3JIOMAIOT, TO

3TIOYMBIIIJIEHHUKA TIOTy4YaT OCTYI TOJIBKO K OJTHOMY TBOEMY MPO(]HIIIO B CETH, a HE KO
BCEM;

4. Ecnmu tebs B3noManmu, TO HEOOXOAMMO MPEAYNPEAUTh BCEX CBOUX 3HAKOMBIX,
KOTOpBIE JT0OaBIIEHBI Yy TEOS B APY3bAX, O TOM, UYTO TeOs B3JIOMAlIM M, BO3MOXHO, OT
TBOETO UMEHU OYCT PAacChUIATHCS CIIaM M CCHUIKU Ha (DPUIIIMHTOBBIC CAlTHI,

5. YcranoBu HanexHbii napoib (PIN) Ha MoOwIbHBIN TenedoH;
6. OTxIroun coxpaHeHue napoJs B Opaysepe;
7. He otkpeiBail aiinsl u Apyrue BIOKEHHUS B MUCbMAaxX JaXKe €CIIM OHU MPHIUIA OT

TBOUX Jpy3eil. Jlyunie yTouHu y HUX, OTIPABIISUIN JIH OHU TeOe 3TH (ailiibl.

[Mudposas penyrarus
[MudpoBas penyranusi - 3TO HEraTUBHAs WJIM MO3UTHUBHAsE WUH(OpPMAIUS B CETU O
tebe. KommpomeTupytomas napopmanus pa3MeneHHas B UHTEPHETE MOXKET Cephe3HbIM



o0pa3oM oTpa3uTbcad Ha TBOEH peanbHOU ku3HU. «l{udpoBas penyramus» - 3T0 TBOU
UMUK, KOTOPBIN popMupyercs u3 nuHdopmaiuu o Tebe B UHTEPHETE.

TBoe MecCTO >KUTENbCTBAa, Y4eObl, TBOE (PMHAHCOBOE IMOJIOKEHHE, OCOOECHHOCTHU
XapakTepa U pacckasbl 0 OJIM3KUX - BCE 3TO HAKAILJIMBACTCS B CETH.

MHorue TmOAPOCTKH JIETKOMBICIEHHO OTHOCATCS K IMYOJUKAIMU  JIMYHOU
uHpopmanuu B HMHTepHeTe, HE MOHUMAs BO3MOXHBIX mociencTBuil. Tol maxe He
CMOXeEINIb J0orafaTbCsi O TOM, 4yTO QoTtorpadus, pa3MelieHHas S5 JeT Hazal, craja
NPUYMHOM OTKa3a MPUHATH T€0s Ha paboTy.

KomMmenTapuu, paszmeiienue TBoux (oTtorpaduii u apyrue ASHUCTBUS MOTYT HE
HCYE3HYTh JaXKe IMOCJEe TOro, Kak Thl UX YyJadullb. Tbl HE 3HACIIb, KTO COXPAHUI 3TY
uH(popMalrio, momnaia Jii OHa B MOMCKOBBIE CUCTEMBI U COXPAHWIACH JIU OHA, a TJIABHOE:
4YTO TMOAYyMAalOT O Tebe OKpy’Karolllee JIIOAH, KOTOpble HaWayT W yBUAAT 3T0. HaiTh
MH(OPMALIMIO MHOTO JIET CITYCTSI CMOXKET JIF0OOH - Kak U3 10O0phIX MOOYKIEHUH, TaK U C
HaMEpEHUEM MPUUYUHUTD BPEl. DTO MOKET OBITH KTO YTOJIHO.

OcHOBHBIE COBETHI IO 3aIIUTE HU(PPOBOI penyTaiuu:

1. [Tomymaii, mpexae 4em uTo-TO IMyOJIMKOBAaTh U TiEpeiaBaTh y ce0si B Oiore win B
COIIMAJIbHOM CETH;

2. B Hactpoiikax npoduiisi ycTaHOBU OrpaHUYEHHUS HA TPOCMOTP TBOETO Mpoduiis u
€ro COJEPKUMOTO, C/IeNIail €ro TOJIBKO «JUIsS IPYy3eiiy;

3. He pasmemaii u He ykaspiBail WHGOPMAIHMIO, KOTOpash MOXET KOTO-IH00
OCKOPOJISATH UK OOMKATh.

ABTOpCKOE MPaBo

CoBpeMeHHbBIE NIKOJBHUKH- aKTHBHBIC TOJb30BATENU IU(PPOBOrO MPOCTPAHCTBA.
OmHako JajeKo HE BCE 3HAIOT, YTO MOJIb30BAHME MHOTHMH BO3MOXKHOCTSIMU ITU(GPOBOTO
Mupa TpedyeT cOOMI0AEHHS MPaB Ha HHTEIUIEKTYAIbHYI0 COOCTBEHHOCTb.

TepMHUH «MHTEJIEKTYyaJbHasi COOCTBEHHOCThY» OTHOCUTCS K PA3JIMUHBIM TBOPEHUSM
YeJIOBEYECKOT0 yMa, HayMHas C HOBBIX H300pPETeHHMI W 3HAKOB, 0003HAYAIOIINX
COOCTBEHHOCTh Ha MPOAYKTHI U YCIYTM , W 3aKaHYUBas KHUTaMHu, (ororpadusmu,
KUHO(DUIBMaMU U MY3bIKAJIbHBIMU IPOU3BEICHUSMHU.

ABTOpCKHE TIpaBa - 93TO I[paBa Ha HHTEIUICKTYyaJbHYI0O COOCTBEHHOCTH Ha
MPOU3BE/ICHUS] HAYKH, JTUTEpaTypbl U HCKYCCTBAa. ABTOPCKHME IIpaBa BBICTYMAIOT B
KaueCcTBE TapaHTHH TOTO, YTO WHTEJUICKTYaJIbHBII/TBOPUYECKUN TPyJ aBTOpa HE OyaeT
HANPACHBIM, JIACT €My CITPaBEJIMBBIE BO3MOKHOCTH 3apad0TaTh Ha pe3yJbTaTaX CBOETO
TpyJa, MOJYyYUTh U3BECTHOCTh U Npu3HaHue. HukTo 6e3 pasperieHus aBTopa HE MOXKET
BOCITPOM3BOJIUTh €r0 MPOU3BEACHHE, PACIPOCTPaAHATh, MYOIUYHO JAEMOHCTPUPOBATH,
npojaBaTh, HMMIIOPTUPOBATh, MycKaTh B  TPOKAT, NyOJUYHO  UCIOIHSTH,
MOKAa3bIBATH/UCTIONHATH B 3(hupe mim pazmeniath B lHTEpHETE.

Hcnonp30BaHne «MUPATCKOTO» MPOTPAMMHOTO OOECIEUYEHUsS MOXKET MPUBECTH K
MHOTHM pHCKaM: OT MOTEpPH JAHHBIX K TBOMM AaKKayHTaM 0 OJOKHPOBKH TBOETO
YCTPOWCTBA, IJIe YCTAHOBJIICHHBIM HE JierayibHas mporpamma. He cTouT Takxke 3a0bIBaTh,
YTO CYIIECTBYET JIETalbHbIC U OECIUIATHBIEC MPOTPAMMBbI, KOTOPbIE MOYXXHO HAalTH B CETH.

O noprane

CereBuuok.p - TBOW TJIABHBIN COBETYMK B CETHU. 371€Ch Thl MOXEMIb Y3HATh O
0€30IaCHOCTH B CETH MOHSATHBIM M JOCTYNHBIM SI3bIKOM, a TPU BO3HUKHOBEHHUHU
KPUTUYECKOU CUTYallUM OOPATUTHCS 32 COBETOM. A TaKKe MPUHATH y4acTHE B KOHKYpCcax
U CTaTh CaMbIM ITU(PPOBBIM IPAKTAHUHOM.



